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PARTNER SOLUTION OVERVIEW

Simeio Identity Orchestrator (v 7.0)

The Simeio Identity Orchestrator is a cloud Identity platform that delivers Managed Identity Services
with unparalleled flexibility, portability, reliability and security. It enables digital transformation with a
modernized user experience for the web and mobile. It provides a single platform for managing
identities, simplifies operation of complex functionalities and supports multi-vendor IAM/PAM
environments.

KEY BENEFITS

Key benefits of Simeio 10 and CyberArk Integration are as follows:

1. Gives end users a modern central Ul to view user access to Regular accounts as well as Privileged
Accounts

2. One Ul for users to view access as well as perform Certifications.

3. Reviewers of the Certifications could be Safe Owners or individual users and it will display a consolidated
view of all safe users in one certification

4. Ability to revoke access to regular and privileged accounts as part of closed loop remediation from within
Certifications.

PRODUCT DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION

Below is architecture diagram of Simeio Identity orchestrator.
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Simeio 10 is integrated as a Mid-Tier application with CyberArk as shown above. For a typical
installation, we recommend at least two servers placed behind a load balancer for high availability.

PARTNER PRODUCT INSTALLATION & INTEGRATION CONFIGURATION

Refer to SimeiolO_InstallGuide.docx for Partner Product installation.

PRE-REQUISITES

1. ENVIRONMENT VARIABLES
a. Pacli.exe should be installed on the application server.
b. Set PACLI.exe command directory path to PACLI_HOME in application server environment variables.

10 PLUGIN CONFIGURATION

1. CYBERARK CONFIGURATION
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Profile Name Enter profile name for the plugin information
Webservice Host Enter server name or IP of server where webservice are hosted.
Eg. http://<<ServerlP/Server Name>>
PACLI Host Enter host for pacli command.
Eg. <<service ip/ address>>




PACLI Port Enter port for pacli command.
Eg. <<port No>>
Vault Name Enter the main Vault Name configured in CyberArk

Eg. Vault

Service Account Id

Enter service account id for CyberArk.
Eg. Administrator

Service Account Password

Enter service account password.

Privileged Account

Select the check box if you want CyberArk Privileged account
management.

Certification

Select the check box if you want to enable the Certification
feature for CyberArk

Enabled

Select the check of to enable/disable the enable the plugin.
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